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Since its first use in the 1990s by computer 
scientists, cybersecurity has transcended its mere 
technical conception of computer security to 
become the expression of a worst-case scenario 
with devastating societal effects. The question of 
cybersecurity is thus no more solely examined 
through law-enforcement lenses; it has entered 
and significantly reshaped the political, doctrinal 
and strategic debates. How have the EU and its 
security agencies coped with this new and 
multifaceted strategic domain?  

Contact: florent.lieto@manchester.ac.uk 
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INTRODUCTION 
 

Since its first use in the 1990s by computer 
scientists, "cyber security" has transcended its 
mere technical conception of computer security 
to become the expression of a worst-case 
scenario with devastating societal effects. On the 
one hand, the events of 9/11 and the US 
immediate adoption of the Patriot Act spurred 
the attention given to computers, information 
technology, security and digital infrastructure 
protection. On the other hand, and more 
recently, the massive waves of cyber-attacks 
that paralysed the Estonian state in 2007, along 
with the now famous Stuxnet targeting Iranian 
nuclear facilities in 2010, have triggered the 
implementation of fully-fledge cyber-security 
schemes at the national and transnational levels. 
The question of cyber security is thus no more 
solely examined through law-enforcement 
lenses; it has entered and significantly reshaped 
the political, doctrinal and strategic debates. The 
fact that Chatham House devoted a significant 
section of its 2010 edition of Military Balance to 
cyber warfare bears proof of this. Whether 
obsessive or real, cyber threats have achieved 
an indisputable salience in post 9/11 security 
thinking and, as such, cannot be ignored.  

To what extend has the European Union 
become a cyber-security actor? The question 
deserves to be asked when considering the EU’s 
recent publication of its own cyber-security 
strategy in 2013 and its exponential role in 
harmonising those of Member States. Mitigating 
cyber-criminal risks, developing cybernetic crises 
scenarios, and redefining the nexus between 
data protection and digital rights, one can thus 
see that the European Union is at the forefront of 
some of the most important debates on cyber-
security and its future paths. 
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DAY I  

THURSDAY 22nd JANUARY 2015 
 

9.30   

Registration & Introduction   
Dr. Emmanuel-Pierre Guittet (University of Manchester) 

Florent Lieto (IRSEM – University of Manchester) 

 

 

 

10.30 / 12.30   

Panel I: Transatlantic and transnational relationships in the fight against 

cyberthreat  
 Chair: Prof. Dimitris Papadimitriou (University of Manchester - MJMCE)  

 Discussant: Dr. Océane Zubeldia (IRSEM – French MoD)  

 

Paper 1: “Practices and tensions between the national and international approaches to cybersecurity 

across the EU” 

by Andraz Kastelic & Giacomo Biggio - Sheffield University Centre of International and European Law 

 

Paper 2: “The EU and the US cooperation against the cyberthreat: shared challenge, Common Future?” 

by Andrzej Kozlowski - University of Lodz 

 

Paper 3: “The EU-US cyber dialogue between security and freedom” 

by Eva Nagyfejeo - Warwick University Cybersecurity Centre 

 

 

 

LUNCH BREAK 
 

 

 

14.30 / 16.30  

Panel 2: Cybersecurity solutions: gazing the practicioners  
 Chair: Dr. Emmanuel-Pierre Guittet (University of Manchester) 

 Discussant:  Dr. Médéric Martin-Maze (King's College) 

 

Paper 1: “Towards Protecting Data in Personal Cloud Storage” 

by Fara Yahya – Southampton University Cybersecurity Centre of Excellence 

 

Paper 2: “Ir-regulating Cybersecurity? Understanding cybersecurity regulation from the practitioner's 

perspective” 

by Laurin Weissinger – Oxford University Cybersecurity Centre of Excellence  
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Paper 3: “Excessive Self-Disclosure on Social Networking Sites: a source of cybersecurity fault” 

by Suleman Ibrahim - Royal Holloway University Cybersecurity Centre of Excellence  

 

 

 

COFFEE BREAK – END OF DAY 1  
 

 

 

18.30 

DINER  

 

 

 

DAY II  

FRIDAY 23rd JANUARY 2015 
 
 

10.30 / 12.30   

Panel 3: The variety of "cybersecuritisations" across the EU  
 Chair: Prof. Didier Bigo (Sciences Po Paris/ King's College) 

 Discussant: Dr. James Alexander (Accenture Consulting) 

 

Paper 1:  “The securitisation of hacking and hacktivism in the context of the EU” 

by Leonie Tanczer - Belfast University Cybersecurity Centre 

 

Paper 2: “Offensive cyber tools and regulation: a new trend in arms control?”  
by Aude Gery – IRSEM / Université de Rouen 

 

Paper 3: “When cyber security equals financial security: genesis and evolution of informatics risk in 

France” 

by Florent Lieto – IRSEM / University of Manchester   

 

 

 

LUNCH BREAK 
 

 
 

14.30 / 17.00  

ROUNDTABLE 
 Chair: Florent Lieto (IRSEM / University of Manchester) 
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Speaker 1: Dr. Andre Barrinha (Canterbury Christ Church University)  

expertise: EU as a security actor; EU cyberstrategy 

Speaker 2: Dr. Athina Karatzogianni (Leicester University) 

expertise: cyberconflicts and media 

Speaker 3: Dr. Océane Zubeldia (IRSEM – French MoD) 

expertise: new military technologies, lethality, defense economics 

 

Speaker 4: Prof. Didier Bigo (Sciences Po Paris / King's College)  

expertise: technologies of surveillance, political sociology of security communities 
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GUEST SPEAKERS PRESENTATION  
  

Dr. Andre Barrinha 
 

Dr. André Barrinha is a Lecturer in Politics and International Relations at Canterbury Christ 
Church University. He is also a Researcher at the Centre for Social Studies in Coimbra, 
Portugal.  His work focuses on the intersection between political theory and security studies. 
He is currently working on the role of new technologies in the constitution of security policies 
in the EU. Recent publications include: Barrinha, A. and Marco, R. (2013). ‘‘Translating 
Europe’s Security Culture’’,Critical Studies on Securit, 1 (1), pp. 72-86; Barrinha, A. (2010). 
‘‘Moving towards a European Defence Industry? The Political Discoure on a Changing 
Reality and its Implications for the Future of the European Union’’, Global Society, 24 (2), pp. 
467-485. 

 

           Prof. Didier Bigo 
 

Prof. Didier Bigo is a Professor at King’s College London, Department of War Studies, and 
Research Professor of International Relations at Sciences-Po Paris/CERI. He is also 
Director of the Center for the Study of Conflicts, Liberty and Security and editor of the 
quarterly journal Cultures & Conflits. He was Vice-President of the International Studies 
Association (ISA) until 2009 and the founder and previous co-editor, with Rob Walker, of the 
ISA journal International Political Sociology. Didier Bigo works on critical approaches to 
security in Europe and the relations between internal and external security, as well as on the 
sociology of policing and surveillance. Recent publications include: Bauman, Z, Bigo, D. et al, 
(2014). “After Snowden: Rethinking the Impact of Surveillance”, International Political 
Sociology, 8(2), pp. 121-144; Bigo, D. (2013). “The transnational field of computerised 
exchange of information in police matters and its European guilds”, in Kauppi, N. & Madsen, 
M. (eds.). Transnational Power Elites: The New Professionals of Governance, Law and 
Security, Routledge.  

 
 

           Dr. Athina Karazogianni 
     

Dr. Athina Karatzogianni is Senior Lecture in Media and Communcation at the University of 
Leicester. She was one of the first UK researchers on digital developments and their impact 
on media, politics and society and has explored the areas of new media theory and global 
politics, cyber conflict and the use of digital technologies by social movements, protest, and 
insurgency groups (including the Iraq war protests, Chinese cyber-dissidents, WikiLeaks, 
and the social media enabled uprisings in the Middle East). Recent publications include: 
Karatzogianni, A. (2013). “A Cyberconflict Analysis of the 2011 Arab Spring Uprisings”, 
in Youngs, G. (ed.). Digital World: Connectivity, Creativity and Rights, Routledge; 
Karatzogianno, A. (2009). (ed.). Cyber Conflicts and Global Politics, Routledge.  

 

 

     Dr. Océane Zubeldia 
 

Dr. Oceane Zubeldia was Captain of the French Armed Forces and is now permanent 

researcher at the French Ministry of Defence’s Strategic Research Institute (IRSEM). After 

here PhD Thesis at the University “Paris I – Sorbonne”, she became an acknowledged 

specialist of the doctrinal and strategic implications of new technologies in military conducts, 

especially the use of drones. Recent publications include: Zubeldia, O. (2012). Histoire des 

Drones, Perrin; Zubeldia, O. (2012). “L’armee francaise et l’utilisation de drones dans les 

missions de reconnaissance”, Revue Historique des Armees, (261), pp.62-71.  

 

http://www.ccls.eu/
http://www.conflits.org/
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ACCESS AND CONTACTS 

 

Full Address:  School of Social Sciences       Contacts:  Florent LIETO 

Arthur Lewis Building     Politics PhD Student  

The University of Manchester   florent.lieto@manchester.ac.uk                      

Oxford Road      OR  

Manchester     Val Lenferna 

M13 9PL     val.lenferna@manchester.ac.uk  

      0044 – (0) – 161 275 4883 

 

Map:  

 

 37: University Place 

(Oxford Road’s main 
building) 
 

 

 

 

  

 

 36: Arthur Lewis Building 

 

 

 

 

 

 

 

Buses: 
 Buses from Piccadilly Bus Station (City Centre): 14, 16, 41, 42, 43, 43a, 44, 45a, 48, 111, 140, 142, 157, 

250. 

 Bus from Piccadilly Train Station: 147. 

 Buses from Manchester Airport: 43a, 45a. 

mailto:florent.lieto@manchester.ac.uk
mailto:val.lenferna@manchester.ac.uk
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CO-ORGANISERS 
 

 

 Institut de Recherche Stratégique de l’Ecole Militaire 
 

The French Ministry of Defence’ Strategic Research Institute was created in 

2010 as to strengthen the relationships between the Ministry of Defence and 

the academic world. A unique platform within the French defence and national 

security landscape, the Institute actively contributes to institutional debates and 

supports the outreach of French strategic thought overseas.  

 

 

 Manchester Jean Monnet Centre of Excellence 
 

The Jean Monnet Centre of Excellence was created in 2003 with the financial 
support of the European Commission under its Jean Monnet Action and co-
funded by the University of Manchester. At the end of a three-year funding 
period its focus was broadened away from its initial concern with the European 
Union to European Studies more generally. At the same time the JMCE 
became more broadly based with partners from the University of Manchester, 
Manchester Metropolitan University and the University of Salford. The JMCE 
aims to provide a portal website for European Studies-related activities and 
research in Greater Manchester and the North West of England. The Centre 
aims to develop a platform to strengthen the intellectual community in 
European Studies, while also facilitating local, regional and international links 
with practitioners, researchers, students and others interested in European 
affairs. 
 

 

 Critical Global Politics Cluster  
 

The Cluster was officially created in November 2009 to accommodate and 

bring into discussion research interests of a growing number of staff and 

doctoral researchers working on and with aspects of post-structural philosophy 

and critical theory. It integrates Manchester Politics D.A. staff and PhD 

researchers who are in one way or another interested in expanding their 

knowledge of these approaches with the study of a broad field of international 

politics and political violence. The Cluster is home to the following lively 

projects involving cutting edge research in areas of contemporary interest: 

Many Voices, Many Politics seeks an interdisciplinary perspective on the 

contestations and resistances arising in response to the recent crisis; Politics in 

Times of Anxiety explores how anxiety has become the prominent feature of 

contemporary politics; Mapping Security provides a virtual workspace for 

researchers to exchange and share information on the latest developments in 

security technologies.  

 

http://ec.europa.eu/education/jean-monnet/doc615_en.htm

